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Gtart Configuration

Previous Menu

[ESCI1=Exit [T4+1=5Select [ENTER1=Access

(~r1xn nyaap n7nnn) Start Configuration

.<Enter> wpni (Mxn nyapa 7nnn) Start Configuration-a 1na ,Intel Remote Configuration v'sna
71NN MIXN NYap y¥a7 [N X7 ,N7U9M NI'R 7IN0N NNIXN Ny DX
.(1P) Y "m2 ,zinm nixn nyaap (oY) 7'won?



Intel(R) Hanagement Engine BIODS Extenzion w7?.H.B.8843-Intel(R) HE v7.8.8. 1892
Copyright(C) Z2883-8B9 Intel Corporation. All Rights Reserwved.
[ 1
Start Configuration
Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=-Access

[CAUTION]
This will activate Remote Configurationm.
Continue: (YsN)

(oTj v9N) Previous Menu

.<Enter> wpni Previous Menu-a 1na ,Intel Remote Configuration vona
.Intel Automated Setup and Configuration qTn y'or

(IPv4/IPv6 npoox nw) Provisioning Server IPv4/IPv6

.<Enter> wpni (D'axwn nzooX N 7w Provisioning Server IPv4/IPv6 (IPv4/IPv6 -1 1na ,Intel Automated Setup and Configuration vona
.<Enter> wpnl DaxwNn NPOON NIW NAIND NX T7n .1



Intel(R) Hanagement Engine BIDS Extenzion w7?.H.B.8843-Intel(R) HE v7.8.8. 1892
Copyright(C) Z8B3-8B9 Intel Corporation. All Rights Reserwved.
[ ]
Current Provisioning Hode
Provizioning Record
RCFG [
Provisioning Server FOIDN
TLS P3K [
TLS PKI [
Previous Menu

Provizsioning server address

[ESC1=Exit [ENTER]1=Submit

.<Enter> wpnI D'akwNN NPOOXK NIV 7¥ RN 190N DX T7pn .2
9971 xin 77NN N2 Ry 19on LIntel AMT 7w prarkwnn npooxk nw 7w (65535 — 0) nx'¥'n 1o0n
Intel(R) Management Engine BIOS Extension w7.H.H.HB43-/Intel(R) HME »7.8.8. 1892
Copyright(C) ZBH3-H9 Intel Corporation. All Rights Reserved.
[

]

Current Provisioning Mode
Provisioning Record

RCFG k-
Provisioning Serwver FOINM
TLS PSE k-

TLS PKI k-
Previous Henu

Port number (B-65535)

[ESCI1=Exit [ENTER]1=Submit

(FQDN npoox maw) Provisioning Server FQDN

.<Enter> wjni (n'akwn npoox N 7w Provisioning Server FQDN (FQDN -2 1m ,Intel Automated Remote Setup and Configuration vsna
<Enter> wpnl n'axwnn npoox N 7w FQDN-n nx 1770




Intel(R) Hanagement Engine BIODS Extenzion w7.H.B.B843-Intel(R) HE v7.8.8. 1892
Copyright(C) Z28B3-8B9 Intel Corporation. All Rights Reserwved.
[ ]
Current Provisioning Hode
Provizioning Record
RCFG [ 2
Provizioning Server I[PU4-IPUG
TLS P3K [
TLS PKI [ 2
Previous HMenu

Enter FUODH of provisioning server

[ESC1=Exit [ENTER]1=Submit

TNt 0a PKI-1 PSK 12y ,ninn n7iw AMT 1'9xw nawin 7w FQDN-n D2 1n7 (1272 PKI) Niwxa "d1me napsoxn nw 7w FQDN-n

TLS PSK

.<Enter> wjpni TLS PSK-a1n2a ,Intel Automated Setup and Configuration vona
.(Intel TLS PSK mnnixn) Intel TLS PSK Configuration 9Tn y'omn

.TLS PSK 7w naixnn ninTan NX 771> N1 nawn 0'on

Intel(R) Hanagement Engine BIODS Extenzion »7.H.H.BB43-Intel(R) HE v7.8.8. 1892
Copyright(C) ZB83-8B9 Intel Corporation. All Rights Reserved.

[ 1

Set PID and PPS ==

Delete PID and PPS ==

Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

=% — may cause Intel(R) AMT partial unprovision




(PPS -1 PID ma1an) Set PID and PPS

.<Enter> wppni1 (PPS-1 PID n1Tan) Set PID and PPS-11na ,Intel TLS PSK Configuration vona
<Enter> wpni PID-n nX T770
.<Enter> wizni PPS-n nx 770

Intel(R) Management Engine BIOS Extension w7.H.H.HB43-/Intel(R) HE »7.8.8. 1892
Copyright(C) ZBHB3-H9 Intel Corporation. All Rights Reserwved.
[ 1
Get PID and PPS ==
Delete PID and PPS ==
Previous Menu

Enter PID (e.g. ABCD-1234)

[ESC1=Exnit [ENTER]1=Submit

PID: 1234- :nnart?) .9 n'1ana PPS-ni PID-n nx 'Tn7 v .'yixx2' 2 NIRYAY MIXNN W'ARIENNTANN DX, NP70 np9oR-'K7 ninan PID/PPS-n naman
.(ABCD ; PPS: 1234-ABCD-1234-ABCD-1234-ABCD-1234-ABCD

a¥N ,NT V2 YIN'Y QWY DX .DIIXNN DYRp NNTann axn DX nw' X7 '0000-0000-0000-0000-0000-0000-0000-0000" 7w PPS 7 :nnyn ﬂ
.(7'nnn X7) 'Not-started' axkw" MIIXNN NY2ARENTANN

KXY NVTIN aXIN L2710 mna R |'m‘7 |I'0" YVX2N' DX



Intel(R) Hanagement Engine BIODS Extenzion w7?.H.H.8843-Intel(R) HE v7.1.8.7HA1L
Copyright(C) Z883-8B9 Intel Corporation. All Rights Reserwved.

[ 1

Set PID and PPS ==

Delete PID and PPS ==

Previous Menu

[ ]

Invalid PID Entered - Try Again

[ESCI1=Exit [ENTER]1=Submit

(PPS-1 PID np'nn) Delete PID and PPS

.<Enter> wpni (PPS-1 PID 7nn) Delete PID and PPS-11na ,Intel TLS PSK Configuration v'ona
.Intel MEBX-n nXaw nyTIn TN |27 0TI 2110 X7 PPS-ni PID-n o .Intel ME-2 nuonixnw o*ndinn PPS-ni PID-n nX ngnin IT NNYSK

.(X7) N 2na ,izinn? n¥n X7 ox .(p) Y "0 ,PPS-n1 PID-n oy nX pinn'%? '

Intel(R) Hanagement Engine BIODS Extenzion w7.H.H.8843-Intel(R) HE v7.8.8. 1892

Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserwved.
[ 1

Set PID and PPS ==

Delete PID and PPS ==

Previous Menu

[ESCI1=Exit [t+1=5elect [ENTER1=-Access

CAUTION
This will delete the PID and PP3 entries.
Continue: (Y-/N)

=% — may cause Intel(R) AMT partial unprovision

(nTij v*9ON) Previous Menu




.<Enter> wpni Previous Menu-a1na ,Intel TLS PSK Configuration v'sna
.Intel Automated Setup and Configuration gTh y'or

TLS PKI

.<Enter> wpnI TLS PKI-a11n2 ,Intel Automated Setup and Configuration v"sna
.Intel Remote Configuration g1 y'am

(7inm anixn nyap) Remote Configuration

.<Enter> wpni Remote Configuration-a1na ,Intel Remote Configuration v"ona
.(uix'21) 'In-process’ 2¥nNa X¥N1 NIIXNN NYIARI NITANN NW DX ,N'P70 NP9OKR-'X7 1112 7INTN NIIXN Ny 7w 7n01/n'7yon

RN NNYOSK
N2 77017 ' L 'w7 0™7a 'Previous Menu'-1 'Remote Configuration' n'umon 71 .n%0n0n 7inan XN nyaayp Disabled
.<Enter> wpnl It NNYSKX (7hvnn)

.<Enter> wpnl IT NNWOX 1N ,7'V90nY7 13 .0'axIN 0'901 NITYI,NIWSINN PINN NIxn nyagp | (7veim) Enabled

Intel(R) Management Engine BIOS Extension w7.HB.H.HB43-/Intel(R) HME »7.8.8. 1892
Copyright(C) ZBH3-H9 Intel Corporation. All Rights Reserved.
[ ]
PEI DHS Suffix
Manage Hashes
Previous Menu

[ESC1=Exnit [t+1=5elect [ENTER1=Access

=% — may cause Intel(R) AMT partial unprovision

PKI DNS Suffix

.<Enter> wpni (PKI DNS nnrro) PKI DNS Suffix a1na ,Intel Remote Configuration vona
.EPS-2 v (nnonn 1) Enter>. Key Value> wpni PKI DNS-n nni'o nxX T77n



Intel(R) Hanagement Engine BIODS Extenzion w7.H.B.8843-Intel(R) HE v7.8.8. 1892
Copyright(C) Z8B3-B9 Intel Corporation. All Rights Reserwved.

[ 1

Remote Configuration =

Hanage Hashes

Previous Menu

Enter PKI DNMS Suffix

[ESC1=Exit [ENTER]1=Submit

(Hash 10 '11n1) Manage Hashes

.<Enter> wpni (Hashes 7n1) Manage Hashes-a 1na ,Intel Remote Configuration vona

Intel(R) Hanagement Engine BIODS Extenzion w7.H.8.8843-Intel(R) HE v7.8.8. 1892
Copyright(C) ZBB3-8B9 Intel Corporation. All Rights Reserved.

[ 1

Remote Configuration =

PEI DNS 3Suffix

Hanage Hashes

Previous Menu

Hash Hame Active Default Algorithm Type
eriSign Class 3 Primary CA-G1 [=] [] SHA1
VeriSign Class 3 Primary CA-G3 [=] [] SHA1
Go Daddy Class Z CAH [=] [=1 SHA1
Comodo AAA CA [=] [=1 SHA1
Starfield Clas=s Z CAH [=] [=1 SHA1
VeriSign Class 3 Primary CA-GZ [] [=] SHA1
VeriSign Class 3 Primary CA-G1.5 [] [] SHA1
VeriSign Class 3 Primary CA-G5 [=] [] SHA1

[ESC1=Exit [INS 1=Add [DEL1=Del [+1=Active [ENTER1=Uieuw

qonn Ty Hash n7'on na'k nd>avnin ox .2Thnn 1NN2 axnl 72von axnn Nkl Hash Name-n nx a'xni n>yna Hash-n a0 nX 190N It nNwoxa n'na
Intel MEBXx-2 axI* xan




Intel(R) Management Engine BIOS Extension +7.8.8.8HZ6-Intel(R) ME «+7.8.8.18Z8
Copuright(C) Z883-89 Intel Corporation. All Rights Reserwved.

[ 1

Renote Configuration ==

PEI DHS Suffix

Manage Hashes

Previous Menu

[ESCI1=Exit [T I1=Select [ENTERI=Access

There were no hashes detected in the system.

Do you want to add a hash? (¥Y-MN)

=% — may cause Intel(R) AMT partial unprovision

Hash-n 'a10 71017 nT7m nnja poon (W1w'R 71n1 9w Manage Certificate Hash (Hash qjonn .7n' n'w'x oxnim Hash nosoin 1'70n ,(3) 'Yes' nayn ox
.Manage Certificate Hash v"9na n'1'ar o'xan o'Ypnn .Nd>wna

| AIR'N

09NN NKRY! Escape

.J1DWNY N'YIN DNNIN IR Hash nooin Insert
JIDWNnn NNY oNIw'Rn Hash np'nn Delete

.N1w wkn Hash 7w 7'won aynn v

N2 WK Hash 2w 0'o1on naxn <Enter>

(n'w'x pxnin Hash nooin) Adding Customized Hash

.N2n Jonn naxn? nna ,Manage Certificate Hash qona Insert wizn 7y nwpzn

Intel(R) Management Engine BIOS Extension w7.H.H.HB43-/Intel(R) HE »7.8.8. 1892
Copyright(C) ZBH3-H9 Intel Corporation. All Rights Reserved.

[ 1

Remote Configuration ==

PEI DHS Suffix

Manage Hashes

Previous Menu

Enter Hash MNane

[ESC1=Exnit [ENTER]1=Submit




112y wnwnn Hash-n 7w onmiia7’n nx N7 wpann <Enter> %y nwpn nya .(o'nn 32 1) Hash-n ow nx |70 :n'w'x oxNin Nw'R Hash qloia? 1
N wpn ,mnx ;SHAL-2 wim'w nwya or Y 1770 .PKI-7 n'axwn nzoox

Intel(R) Management Engine BIOS Extension w7.8.H.8B43-/Intel(R) HE »7.1.8.7881
Copyright(C) ZBH3-H9 Intel Corporation. All Rights Reserwved.

[ 1

Remote Configuration ==

PEI DHS Suffix

Manage Hashes

Previous Menu

SHA1?CY¥~-N)

[ESC1=Exit [ENTER1=Submnit
0N NN MY Dnaw Hash 7w omnniiarn

SHAL1 .1
SHA2-256 .2
SHA2-384 .3

.N wpn ,nnX ;SHA256-1 win'y nwyl or Y T7pn .qnni1 SHA2 onninx 7w nnwoskn NX 11INa7 wpann xan jona ,.SHAL 1na1 X7 ox

Intel(R) Management Engine BIOS Extension w7.8.H.8B43-/Intel(R) HME »7.1.8.7881
Copyright(C) ZBH3-HB9 Intel Corporation. All Rights Reserved.
[ 1

Remote Configuration ==
PEI DNHS Suffix
Manage Hashes
Previous Menu

SHAZ567?(Y/N)

[ESC1=Exnit [ENTER]1=Submit




.SHA2-384-1 1ina%7 1 Y T7n xan jona ,SHA256 1n21 X7 DX

Intel(R) Management Engine BIOS Extension v»7.H.H.HB43-Intel(R) HE »7.1.8.7H81
Copyright(C) ZBH3-H9 Intel Corporation. All Rights Reserved.

[ 1

Remote Configuration ==

PKI DNS Suffix

Manage Hashes

Previous Menu

SHA3847(Y-/N)

[ESCI1=Exnit [ENTER]1=Submit

AN TAR DNAIAYR JINA7 wnnuninn wpa? DA ARy nyTin axmn N |70 ox

Intel(R) Management Engine BIOS Extension »7.8.8.8843-Intel(R) HME »7.1.8.7881
Copuright(C) 2883-89 Intel Corporation. All Rights Reserved.

[ ]

Remote Configuration ==

PEKI DHS Suffix

Manage Hashes

Previous Menu

[ ]

Please Choose a supported Hash Algorithm

[ESCI1=Exit [ENTER]1=Submit

DR 7w Hash-n 1w nx 77pn'? wipann ixan Hash-n onmiax na'na nx?




Intel(R) Hanagement Engine BIODS Extenzion w7?.H.B.BB43-Intel(R) HE v7.8.8. 1892
Copyright(C) Z8B3-8B9 Intel Corporation. All Rights Reserwved.

[ 1

Remote Configuration =

PEI DHNS Suffix

Manage Hashes

Previous Menu

Enter Certificate (e.g. ABCD-1234-ABCD-1234-ABCD-1Z34-ABCD-1Z234-ABCD-1234)

[ESCI1=Exit [ENTER]1=Submit

Invalid Hash' nyTinn axin ,nn'®xnnn n1ana jrm '’k 1wn ox .(0'n2 32 nr SHA-2 22y 0'na 20 nt SHA-1 11ay) "mxTopn 190n Xin Miwkin Hash 1y
.Hash-n 7w 7'yon axnn nx v1an%? wpann ,<Enter> 2y nwpnn oy (21w noa - 'pin X7 Hash ~w'x nin) 'Certificate Entered - Try Again

Intel(R) Hanagement Engine BIODS Extenzion w7?.H.B.8843-Intel(R) HE v7.8.8. 1892
Copyright(C) Z8B3-8B9 Intel Corporation. All Rights Reserwved.

[ 1

Remote Configuration =

PEI DNS Suffix

Manage Hashes

Previous Menu

Set this hash certificate as active? (¥Y-NH)

[ESC1=Exit [ENTER]1=Submit

IN2N 91N NN DXNINN Hash-n 7w %1won axnn NN A Tan naivn

M7'w9d nio' n'w'xk oxNinn Hash-n — (D) Yes o
Mwo e K78 LEPS-7 qoun' n'wx oknimn Hash-n — ([77nn n11a) x7) (No (Default o

(Hash np'nn) Deleting a Hash




.X2n Jonn axr' ,Manage Certificate Hash qona Delete 7v nupn nya

L7TNNN NNMA WD Tamy IR 9w Hash pinn'? iIna X7 :nnwn ﬂ

Intel(R) Hanagement Engine BIODS Extenzion w»7.H.B.8843-Intel(R) HE v7.8.8. 1892
Copyright(C) Z883-8B9 Intel Corporation. All Rights Reserwved.

[ 1

Remote Configuration =

PEI DNS Suffix

Manage Hashes

Previous Menu

Hash Hame Active Default Algorithm Type
GTE CyberTrust Global Root [=] [=] SHA1

Baltimore CyberTrust Root [=] [=] SHA1

Cyb
Ver
Ent Delete this certificate hash? (¥sN)
Ent
Ver
PAE Lab Certificate [=] SHA1

[ESC1=Exit [INS1=Add [DEL]1=Del [+1=Active [ENTER1=View
N21W IW'RD Hash DX zinn? nMwoxn IT NNWOR

.20 Hash-n nz'nn'? nyTin nnwi? n7iv Yes — Intel MEBX o
71NN MIXN N TAN? 3TN, NN Hash-n nx 7nim 'k No — Intel MEBX o

(77von a¥nn mw) Changing the Active State

.N2N oN2 NIXNY7 INW 9D vl 707w Jonn (MWK 7w Hash a1 '71n) Manage Certificate Hashes qona + 7y nwjpn nya

Intel(R) Hanagement Engine BIOS Extenzion v7.8.8.8843-Intel(R) ME v?7.8.8. 1892
Copyright(C) Z2883-89 Intel Corporation. All Rights Reserwved.

L 1

Remote Configuration e

PKI DN3 Suffix

Manage Hashes

Previous Menu

Ha=sh Hame Active Default Algorithm Type
GTE CyberTrust Global Root L[] L[]

Baltimore CyberTrust Root [] [=]1

Cub
Ver
Ent Change the actiwve state of this hash? (¥Y-H)
Ent
Uer
PAE Lab Certificate [=1 L 1 SHA1

[ESCI1=Exit [INSI1=Add [DELI1=0el [+1=Active [ENTER1=Uiew

.PSK npoox 17nna win'w7 't Hash-nw niv¥n 7ww95 Hash naman .an2w niwkin Hash 7w 7'von axnn w7 nnaia (1) Y 7w nawn

(iw'x Hash naxn) Viewing a Certificate Hash




.Xan Jonn axm ,Manage Certificate Hash qona <Enter> %y nwjpn nya
Intel(R) Hanagement Engine BIOS Extension vw?7.H.H.HBH43-Intel(R) HE v?.H8.8. 1892
Copuright(C) ZBB3-HB9 Intel Corporation. All Rights Reserved.
L 1

Remote Configuration ==

PEI DHS Suffix

Manage Hashes

Previous Menu

Hazh Mame: PAE Lab Certificate

Hash Data: ABCD-1234-ABCD-1234-ABCD-1234-ABCD-1234-ABCD-1234
Default: [ 1

Active: [=]

Ha=zh
GTE C
Balti
Cybertrust Global Root [#] SHA1
Verizon Global Root [=] SHA1
Entrast.net CA (26848) [=1 SHA1
Entrast Root CA [=1] SHA1
VeriSign Universal Root CAH [=] SHA1l
PAE Lab Certificate [ 1 SHA1

[ESC1=Exit [INS 1=Add [DEL1=Del [+1=Active [ENTER1=Uiew

:D'NAN D'0I9N NX D'771D1 WNNWNN 191 DAXIin 1N YIw'Rn Hash 7w n'olen

Hash pw e
AIw'X Hash aima e
27NN MMl Yo axYn e

(o voMN) Previous Menu

.<Enter> wpni Previous Menu-a1na ,Intel Remote Configuration v'sna
.Intel Automated Setup and Configuration qTn y'or

(T v"9N) Previous Menu

.<Enter> wpni Previous Menu -1 1m ,Intel Automated Setup and Configuration v9na
.Intel AMT Configuration v9nn y'am

(om von) Previous Menu

.<Enter> wjpni Previous Menu-11na ,Intel AMT Configuration vsna
.("yx1n v9NN) Main Menu-n y'oIn

*
Antel *T-%v N1 AT 9T VTR


http://www.intel.com/technology/platform-technology/intel-amt/index.htm

(Intel 7w aaty? n'an axnyp) Intel Fast Call for Help

nw? yinn nxxm VPro-n n>wn ox ,WI'0 Uiza7 nx¥pgn wnnwn'? 2worn N1y Intel Fast Call nia'n .VPro SKUs 11y nrar Intel 7w a1ty narnn nxnye
JIRD

.M NdMNY Nd>wnn DR T IT-n 7nan WK 71 naat atan ot mapn (Fast Call for Help-a aina'7zi <F12> wrign? Ymim :aayn ﬂ

nwnT

:0'xan 0MAT7 njipT VPro noayn ,nvonn noawnn Intel Fast Call 2iarn 1ixt? nae naw 1199

AYOINA N0 T L1
PINNNn 2N NI L2
(MPS - 21n1 ninonn naw) Management Presence Server .3

D'a'INN 75 AN

n>wnn ox Wiy Mt ' nnvy Intel Fast Call 1w ,Full VPro-2 nonin n>aynin DX .nP90KX 2¥na X¥n'n7 nd>wnin 7y N1y Intel Fast Call-n n'7apt
AwoIn N X7 nTv? Intel Fast Call T~ ,Intel Standard Manageability-2 72 nonin

NYIN |IN2 NR¥N1 NN OX YR Intel AMT-7 2worn N7 12T .n200 1T dwer? v ,nntv? Intel Fast Call nx 7'won7 n'nr naw 1947 .1
ASV Diwr 3T ATam Nt 12T .nanRn

IR, MM nirn? narn N1k BIOS-a nimy nn'win Ny nirrmn .0ty Intel Fast Call nx 7'won? nfn naw 19% pinn yan nirem iy v 2
.N1Y7 Intel Fast Call nx 7'vonn 1ix'pn wipna ymn? BIOS-n 7y .BIOS-nn Nty nn'w iy 1197 NINK NI Nk ndAx

.DMZ ~itxa piw 71nnan nindin nww .nnvY Intel Fast Calls 7y nawy'w 21n ninon nw nirn7 avn .3

.My Intel Fast Call yxa7 n71>' n>ynn ,0m»pnn N78N D'RINN 72 TWURD

a1y Intel Fast Call yixa

177D n7x .Y Intel Fast Call ni7'yo yix'a? niv'w witw nimj ,n1dNN 7w AR71 NIIXN Ny INK7?

.<Ctrl><h> wpzn Dell 7w nn'mon Jona
.nyo9-TNN 7INNKRN VN5NY 117 1> <F12> wpn Dell 7w nn'mon Jona e
.Intel Fast Call for Help :nannxn nNwoxn NX N2 o
:Windows qimn e
Intel AMT 2w Diwn/nrronon 7no 107 Intel Management Security Status nx 7von .1
.Intel AMT nvo'vdn 7Ry .2
.(2annn) Connect %y yn7 ,(7inn nimiw'iz) Remote Connectivity nama .3



ME 9w ni'?'D ninTan

2700 nnmann 92 (Intel Management Engine BIOS Extension (MEBX 7w 7Tnnn Nn1M2 NNTAN NIAXIN AXaN n7a02

Password

admin | Password

(Intel ME nnoro m'w) Change Intel ME Password

a

mw) Change Intel ME Password
(Intel ME nno'o

(PRTC naTan) Set PRTC

M (PRTC maman) Set PRTC

(mwn n>mx napa) Power Control

(‘mwn n>x nyj7a) Power Control

(S0 nr w19 ;1) Mobile: ONis SO

AC-1) S3, S4-5-2 ME nmiynn ,SO nt 7vio 1) (Mobile: ON is SO, ME Wake in S3, S4-5 (AC only
*((mna

Intel ME ON in Host Sleep

1

(70 2¥na n1 709) Idle Time Out

*

27NN NM2 DNTAN
Intel AMT 2w n'ja7n npooR-'R7 DMaY? 719y™*

.(Management Engine (ME ¢ nr'va nno 11y g mnwn Intel ME Platform State Control 1

JPOIoNn NA'MA DX 2 N'RMY NPOOK-'K NTaN 2



AMT naixn

AMT 2w nnixnn 911 (Intel Management Engine BIOS Extension (MEBX 7w 7Thnn n1ma nnTan niavim nxan n7ava

NnNNN NY'NY/71In Ny

SOL/IDER

(7hvin) Disabled wnnwn ow) Username and Password

* (hwoixn) Enabled (nmorol
(7vnn) Disabled

* (hwoixn) Enabled SOL

(7vin) Disabled IDER

* (hwoixn) Enabled

(7vnn) Disabled wTnn 2Im1 ax¥n) Legacy Redirection Mode
* (hwoixn) Enabled (omiE T

(‘7vin) Disabled

* (hwoixn) Enabled KVM

(wnnwn nndon) User Consent

(x77) None
*KVM (wnnwn na'na) User Opt-in
(o) All

(KVM 7w na'na nirrma 7w zinnn nnjza 7noa) Disable Remote Control of KVM Opt-In Policy |  n1'na) Opt-in Configurable from remote IT
* (KVM 7w n1'na nifrta 7w 7innn nnza 1iwor) Enable Remote Control of KVM Opt-In Policy (7n1m IT-n "MIXxn NIrNWox

JIntel i3/i5/i7/Celeron/Pentium aion Tavn nirnY nwnTR YV ,9v9 KVM-w T3 :nawn ﬁ

(hmo'o ninartn) Password Policy

* (M7 77nn N2 nnoro) Default Password Only
MIXN DY NNTAN 170n | (anoro nirartn) Password Policy
ny ‘M

(nwn naTan) Network Setup

(nwn oW ninTan) Network Name Settings

M (naxn ow) Host Name

M (oinn ow) Domain Name

(rmiy) Dedicated | qniun Shared / Dedicated FQDN (FQDN
* (9niwn) Shared (rmyr /

* (nunn) Disabled

(\woixn) Enabled (m17 DNS [1>Ty) Dynamic DNS Update

(TCP/IP ninTan) TCP/IP Settings

(onnn LAN IPv4 nnixn) Wired LAN IPv4 Configuration




(7vnn) Disabled
* (vom) Enabled (DHCP 2axn) DHCP Mode
"7voIn' 2n21 DX 77 'AT 'Y 707w Ni¥Nn 9T

0.0.0.0 (IPv4 nmamd) IPv4 Address
0.0.0.0 nwn no'on naind) Subnet Mask Address
(mwn

0.0.0.0 v namd) Default Gateway Address
(71PN N2

0.0.0.0 DNS namb) Preferred DNS Address
(noTYIn

0.0.0.0 DNS namd) Alternate DNS Address

(n'o1'7n

(onnn LAN IPv6 nnixn) Wired LAN IPv6 Configuration

* (hunn) Disabled
(7voin) Enabled
"2voin' AN21 DX 71 't DAY 7NY NIYNN QT

na'm) IPv6 feature Selection
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Welcome

Welcome (o Dell Client Managper Standard, This hardware managemen solution 1885 you manage your Dell
Procision workstations, Opliflex desktops and Lafude nobebeoks fram 3 remots managemend console
Hanagement capabilfias for cedain older madeds as wall as Dell Inspiron notebooks and Dimansion
desHops are Emited 1o discovery only. Sea he Product Guide for a camplels list of supported modals.

Dl Client Manager Standard incledes a 90 day licenss. If the licenss is aliowed to expire, invantory funclions
will cease fundlioning. To obtain a ee, wnlimited Boanse you must register your produdl Gnce you have
oBtained your wnlirmited Beanss you will need 10 install it Click hire 1o install a licénss

Getting Started

Qwick Start Tasks, If you've abready instalied the Alirls management framework - Altins Mobfication Saner
plus manapement agents on e systems you wish o manage - you are ready 10 enable hardware
rrianagement on your qualified Dell client systerns by folowing the Bnks in the Enable Hardware
Management section al fe lop of the guick start task menu, on the ket

Clicking any nk on the quick Stam Lask meny opens M Larget ask, policy, o report in this window, Click the
Vigw Rapodt bution an any of the five hardware managemaent task pages 1o leam e status of the task
Please nole hal, depending upan vour Notification Servar configuration seftings and other Factars, hase
raposts may take some time to begin reteming data the first time you enable the policy or task that is being
raported on

First Time Setup. I you'v just instaBed Allins MoGScation Sereer (o0 the first Gme, thang a0g a Tew thangs you
need o do first before you can perform Dell Client Manages tasks. Links to these tasks are found under the
Gefmng Started section of fhe quick siart task manuw. Akso, depending upon your enviranmeant and
management preferences. you may want to consider adjusting some Nolficalion Server conflguralion
options to beter sult your naeds.

Learn more...
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antitios:
= The computer runnang Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DNS

Intels 5C5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstarad in the DNS as “ProvisionServer”.
This miest be dona in each DNS Domain, When it sends its "Hella® message, the Intel® AMT
device first uses the domain name received from the DHCP server, If there is more than one
SCS in the domain, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records need to be
added to: the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
feg,nlm to the comect Intel SCS Server.

Resolved "ProvissonSenver” P

Resolved Intel@® SC5 1P:

Intels AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN]) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT davices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device i not a secure DNS client and it relies on the host 0S5
to maintan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS as its awn.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
configured FODN from the DHCP {opbon B1). This works only if the DNS and DHCP are

Intel® AMT device satup and configuration requires the presance of 3 Doman Mame System

&l

T TS e

.y n'x Intel SCS-ni1 ProvisionServer-n 1ay IP-n namd .10
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[DNS) Sarvar, The DNS must have information for two antitios:
= The computer runnang Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DNS

Intels 5C5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstarad in the DNS as “ProvisionServer”.
This miest be dona in each DNS Domain, When it sends its "Hella® message, the Intel® AMT
device first uses the domain name received from the DHCP server, If there is more than one
SCS in the domain, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records need to be
added to: the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
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Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN]) of
the Intel® AMT-enabled machines that are being configured.
Intel® AMT davices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device i not a secure DNS client and it relies on the host 0S5
to maintan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
s ¥.| | requests and responses issued by tha host OS5, Tha Intel® AMT device then uses the IP
= & My Pavarites provided by the DHCP to the host OS a5 its own.
B altris Console Home When the host 05 is down, the Intal® AMT device requests DNS registration of its
configured FODN from the DHCP {opbon B1). This works only if the DNS and DHCP are =
Dane T TS et TSR
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SCS Servar is running on this computer) must ba regstarad in the DNS as “ProvisionServer”.
This miest be dona in each DNS Domain, When it sends its "Hella® message, the Intel® AMT
device first uses the domain name received from the DHCP server, If there is more than one
SCS in the domain, the DNS will altemate bebween the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records need to be
added to: the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel®) SCS Servar.

TH#-:'
Resolved "ProvisionServer” IP: 192.168.20.10
Resslved Intel® SCS 1P: 102.168.20.10
Intels AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN]) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT davices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device s not 3 secure DMS client and it reles on the host 05
to maintan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requasts and responsas issved by the host 05, Tha Intel® AMT dewice then uses the IP
provided by the DHCP to the host OS as its ewn.

When the host 05 is down, the Intak® AMT device requests DNS registration of its
configured FODN from the DHCP {opbon B1). This works only if the DNS and DHCP are

.(7nn) Apply 2v yn'n Disabled 17w jm'on nan 7y yn7 ,(7vnn) Disabled x'n nmann ox .(hwoixkn) Enabled x'n mmannw kT .12

Intal® AMT davice satup and configurabion requires the presance of a Domamn Name System
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B.5 - W

& Codsole diows Trvbermiet
(R}
5 o ) bk Conscle 6.5 | | B - B - - kraoe - T Todk - *
o1 altiris console witiriabirii prepem Incal © THVER O Administatoe / f Ak
Home  Wiew HManage Tools Reports Configure  Help =
= B3 Dutof Band Management Out of Band Discovery
H 5 alert Standard Farsat Getling Steried
& O | W Enzabie {curently enabled) |
e . Lo I ecc OO
- g ! ; :
8 [ Section &, Provisioning | Brescription: Out of of
= ] Basic Prevmoniog (veoul TLS)
@] S2ep L Configurs DS Backage name: Out of Band Discovery Package
i Swp 2 Dscaver Capubines | Program name: | oOut of Band Discovery Program - |

03 Sep 3. view Intel T AMT Capabie Comoutars
@l S 4 Create Profs
@] ien 5 Generabe Secunty Keys

¥ Enable Verbose Reporting of Status Events

@ Sm=n . Configurs Autometc Profle dssgneers || Apphas to collactions: '“: n'mwfuﬂ'd"n"f'm’f Computer 5 ﬁ"ﬂ t‘:. B4-bit "’"“'d"“m s Vista &
.'_] Step 7. Monitor Frovisioning Process |
@) 5 5. Menitor Profle Assignments | Package Multicast: I Disaple download via multicast
i [ Eranie Security (TLS) |
# [ Secton 2. IntelE AMT Tasks  Scheduling Options
@ ] Reperss " Manual ¥ Run once ASAP
=R ¥ Scheduled I” Schedula:  No schedule has been defined
& Oy nen 2t scheduled Bme
7 flun 35 soon a5 possibla sfter the scheduled tme
W User Can Run
I™ Nobfy user when the task is available
™ Wam bafore running
P By T
Favorites - @ Cancel | .1y The Agent imstallabion task has been saved successfully
= & My Favorites
B Ay Conecle Home
T T T mene [Fiom =

Dore.

.(Intel AMT-7 o'aknmn n'awnn naxn) View Intel AMT Capable Computers .3 a%wana .13



i Altirts Console 6.5 - Windoss Intermet Esipilosrer - ..-: .jﬂﬂ
GTE':’; = [ htkpaffstisb. rvpeo Joc Akt Corsole/Def i, aspComs ol aaBb67-250b-4250-51 B0 fe i 40ae 0Tt =] | 1| % | [ e e
A 4 Fjabeis Console 65 | I fi -6 - - rewm - k- ™

<1 altiris console htirinbioar trépen. Shcl « TRVEROLADR Infstrator . |
| Heme ‘View Manage Tools Reports Configure Help >

Als z
B B Dut of and Managament Out of Band Discovery
& B Alert Standard Format Gettrng Started | |
# [ Colechorss | F Enable [currently enabled) |
& O3 Configuration Hame: Out of Band Discovery
E B3 inelT AMT Gattng Stacted | wtion:
S [ sextion 1, Provisioning | Description: Detects Dut of Band capability of dient system.
] B Prenvesioniog (wishout TLS)
@) 520 L Configure D6 Package name: Out of Band Discovery Package
i Smp 1 Dscover Capebites | Program name: |0ut of Band Discovery Program j
03 step 3. view Inbel @ AMT Capabie Comoubers .
@) Sten 4. Create Profis ¥ Enable Verbose Reporting of Status Events
@] Sten 5 Genecabs Secunity Keys N _
| . Al 32-bit Windows XP Computers, all 64-bit Windows Vista
) S0 8. Configure Automatic Profie Assgrments || Applies to collections: ters, All 32-bit Windows Vista Computers ... Fd

@] S3ep 7. Monitor Provisioning Process
] Step . Monitor Profle Assigreents

Package Multicast: [ Dizaple download via multicast
@[] Eratie Sazsity (TLS) |

# [0 Secton 2. Intel® AMT Tasks mmw
# [ Reperts " Manual F Fun once ASAP
B O Tk = Scheduled | I” Schadule; No schedule has been defined

& Only run at scheduled time
€ Hun as soon a5 possible after the scheduled tme

I User Can Run

I Notify user when the task is available
I™ Warn befora running

Favorites - cancel i The Agent installabon task has been saved successfully
= =) My Pavorites
B Altris Conscle Home

Done. P T T G inemet B

AT An'wna o'k nwNa Intel AMT n'715' oy fawnnn ' .14



s Imlermet

ﬁ' & )i Akirs Console 6.5
21 altiris console ™

[ 73 ko b, rvpre Jac Ak iCormolefTetauk,acpcCorecleGudHaaBbé - 250b-A47ad 5186 ezt Sata I e ] 49 [l % e seorc

pirta b, Hrepro docal © THVERO Adminrbator

Home  Wiew HManage Tools Reports Configure  Help =

N N—

2 3 outof Band Management
5 alert Siandacd Fansal Getting Staried
i ] Colechors
B [ Configuraton
= B Intel® AMT Geting Started
2 [ Section &, Provisioerng
= ] Basic Prevmoniog (veoul TLS)
@] S 1 Configune DS
& Step & Dgcover Capatulbes
133 'Simp 3. view Trbel @ AMT Cagabie Comguibers
@] Sten & Create Profe
@] 5ien 5 Genenabe Secunty Keys
@] 5teo 6. Configurs Automabic Profie Assignments
@ 550 7. Monitor Provisoring Frocess
@] Step 5. Moritor Profle Assigneents
B [ Eranie Seeudty (TLS)
# (] Secton . Ined® AMT Tasks
# [ Amporss
E O Tasks

= [ My Favortes
B Ay Conecle Home

'All Intel® AMT Capable Computers
i.gm e in tais coll #re Intel® AMT capable.
Last Upcleked: 672772007 1103500 AM

3} This collection has nb members.

N I Y T [Fi =

(77919 nyr) Create Profile .4 a%wanma .15



ws Imbernet Explorer

- ﬁ-p m#mmwmwwumwmmwmmmmmj {s o fove seven

S Dy conse S — B - ) - - e - ok -
<1 altiris console” f - 11

® B et Standard Forsat Gattrmg Sterted

i [ Colechans Al Intel® AMT Capable Computers
@ 3 Configuration | it gar puters in this collection are Intel® AMT capable.
£ B3 el AT Gattng Started Laat Upcated: 6/27/2007 11:03:12 AM

2 O secton 1. Provisning 3,; This collection has no members.

] B Prenvesioniog (wishout TLS)
@] 5ten L Configure DR
. Smp 2 Dscover Capabiities
103 'Step 3. View Intei® AMT Capabie Computers
@) Steo 4 Craate Profis
@) 5280 5. Generate Secunty KEys
@] Step £ Configure Automatic ProSis Assgnments
@] Step 7. Monitor Provisioning Process
@) Sten B Moniter Frofie Assigrments
@ [ Erwnie Sacuity (TLS)
B [0 Section 2. Invtel 3 AMT Tasks
& [ Aeports
B O] Tasks

Pl o
B & My Pavorites
B Altris Conscle Home

T TS @ e Ll

.U 7'9M9 q'oin? "1 01790 [n'o 7 yn7 .16



/7 Altiris Console 6.5 - Windows Intermet Explorer E TS

G_@ " ['SIH.I'.p-:rfahrsbm.tnwn.bcdfuikmmm;t.mmmﬁ-ﬁm%m—ﬂﬂﬂlBﬁ-MﬁHﬂaﬂe?ﬂM-lj ";r = !L-.- Sesrch JD. =
SF R ) akeie Conecle 6.5 | | Tp - ) - e~ Gigaks -
<+ altiris’ console aitirinbio triprn. inca! « TRAPRG AT ministator f
Home View Hanage Tools Reports Configure Help =
i | G
= B Out of Band Managament j"ﬁ‘“ﬂ!lx i
B B aAlert Siandacd Format Gettrg Staried Ma“age Pl’ﬂﬁ'EB
@ ] Colechors
B [ Configurat :
B B el A:!:mﬁml:f‘;ﬁwnld Il":'rl..'rlhl 8] |F"r1|1|||: Mame |IZI|:'-4-'||:-':: Descnplion

5 [0 Sacton 1. Provisioning
& ] B Prenvesioniog (wishout TLS)
@) S 1. Configure DRSS
. Step I Dcover Capabiities
B3 Sten 3. view Itel T AMT Cagable Comouters
4T Saep 4 Create Profe
@] Sten 5 Genecabs Secunity Keys
#] Step £ Configure Automatic Profle Assgnments
9] Siep 7. Monitor Frowsioning Process
] Step . Monitor Profle Assigreents
# [ Ernie Sesumity (TLS)
B ) Secton I Intel® AMT Tasks
O] Reperts
B O] Tesks

Favorites -
2 (& My Pavorites
B Altris Congole Home

Done T T O intemet AT

NPITNN DYW7 ,0n'7'A1 NN0'0 1" Tan NdWNN 70 .NNo'on Dy TN* 7'91N9n IR DY DX NIYY Ndvnn 7nn nnwoxa L,(*773) General nvo'vma .17
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) Altiris Console -- Webpage Dialog

£ | hittpe Fadtirisbeoe. brvpeo, localfakicts \OOESCE ProfileDig, asp:ractione=add

Ledjx

Configure Intel® AMT Setup & Configuration Service Profile O altiris

| General | Network | TLS | AcL | Power Policy |

General Administrator Credentials
Profie marme: |defau|t_2 User name: |.-L|'.-.‘~'|'ri
Profile description: Intel® AMT 2.0 password:
Default profile 2] & pandom craation
#l " Manual:
Pascword |II'I|.I.'I.'|'II|"|II'
Kerberos

|llll.l.llilll'll LA L)

Max clock tolerance: |5 minubes

Intel® AMT 1.0 password:

ISEwWord |Illl.l'll‘llill-l'i.

np gwrpire: |'i-"-'l'l"".'l.l

ok | cancel |

bt flakrishos_trvpro. Joc sl At [ OOBSC Edt PrafileDly. sspxTacionmadd €8 Inkernet =

nx N2 rTan ox IDE Redirection-1 Ping, VLAN, WebUI, Serial over LAN niaiwn 1wox? nnwosxkn NX ngoon (nw1) Network nrorvdn .18
.MEBx-21 Da nii'at A?xn nnmann 7 LIntel AMT

2} Altiris Console -- Webpage Dialog

B | bt akirisboo. brvpeo, ko al PARirks fOOESC TEGR ProfileDig, aspod actioneadd

Configure Intel® AMT Setup & Configuration Service Profile O altiris

| General | Metwork | TLS | acL | Power Policy |

General

W Enable ping responss
VLAN

I use vLAN

e

Enabled Interfaces
I web U
¥ Serial cvar LAN
[ IDE redirection

ok |  cancel |
it akribor Arvpro Joc s Albris] OOBSCIEQRProfieDlg, sz actionmadd & Irkernat B,

NIY DY 771D ,0'WNTI DMINK YT 'WO7 190N ,NIWOINRA IT NNWOKR DX .TLS Wwor? n715'n nx njpoon (TLS (Transport Layer Security n'o'vdn .19
Nk nnani CA aio ,CA 7w qnivn nw ,(CA) nniwRn nivn



) Altiris Console -- Webpage Dialog
=

£ | hittpe Fadtirisbeoe. brvpeo, localfakicts \OOESCE ProfileDig, asp:ractione=add

Configure Intel® AMT Setup & Configuration Service Profile O altiris'

| General [ etwork | Tus | AcL [ Power Policy |

s
I Usa TLS
I:r:|1='x_5|||'|- the Profile Certificates
IFln::'lp:l'.:- d
armplsta: |
QK I Cancel I
ikt akrisho_trvpre Joc s Albris OOESC[EdtProfilDly, sspx P actionmadd €8 Trkernet =5

NYIN NINYIN DR 1'TNY71 D'WTN D'YANYN §'0In7 1D DAl ,NT 7'91197 12D 0'2'Iwnn D'YNNWwN NY'ro7 nwnwn (nw'a n1jpa nn'wl) ACL nrorutdn .20
.0n7wv

=

) Altiris Consale -- Webpage Dialog il
]

£ | bt akirisboc, brvpeo, ko al PARicks fOOESC E gk ProfileDig, asp T acton=add

Configure Intel® AMT Setup & Configuration Service Profile O altiris

| General | Metwark | TLS [ ACL | Power Palicy |

View and Configure the Profile AC

0K | Cancel |

hitt: [ il brovpe o boc sl Altines A OOBSC JEditProfilaDig, sspi T actions.sdd _ﬂ Irkernet &

Idle Timeout n11an 0a nd Intel AMT 112y n1'win xaxn N'N2Y7 NIXN NyAp NrNwsk n770 (mwn n>Ax nirrm) Power Policy nto'oon .21
.0'"MauMm 0'i¥xa n7ap%7 ,0-> Ni7'vo NoIn YW At 709 TN TN Ymim (ni7'vo Noin 9w [t 709)



E-Star 4.0 oxim axw'n? 2awnn 7w n71>'0 9y viownt niwy (mwn nd>Ax nirm) Power Policy nto'o1dn 1y nmann :navn E

Configure Intel® AMT Setup & Configuration Service Profile

Fa et
<) altiris

| General | Merwork | TLS [ ACL [ Power Palicy |

Configure the Profile Power Policy

Inkel® AMT 5 ON in the following hiost sleep stabes:
|intel® AMT is atways ON (S0-55) =]

Idle Bmacut:

0 minutes

ok | cancel |

it akirishor_trvpro kocsllAibris/COBSCE dtProfileDly, asnFaction=sdd &8 Tnkernat I

et

.(hnvax ninnen n'y') Generate Security Keys .5 a%wana .22
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o = [0 Btk fatiicbon. trvpro. b l kit Console Defnit s Corsoleudef 33806 7-250b-4250-51 86-fe2f4050e 076 Mhewiidmi =] | 1 || # |[Loe o |2 -
S5 dhE )i Console 6.5 | | M- - e ipage - TTeeks - T
<1 altiris’ console ttirinBoe brépen. Thca! + TRYSROADmImigtrator j :
Home View Hanage Tools Reports Configure  Help =

.:t- :: At Standard Forsat Gettmg Sterted Manage Profiles
B [] Colechors
® 01 Configraton
E B IntelX AMT Gattng Started
S [ Secten &, Provisseing 3 default 3 0
= ] Base Prevvisnnirsy (washaut TLS)
@) S 1. Configure DRSS
. Step I Dcover Capabiities
B3 Sten 3. view Dtel T AMT Cagable Comouters
4T Saep 4, Creste Frofls
@] Simn 5 Generabe Sacunity Keys
@] Stz & Configure Automatic Profie Assgnments
9] Siep 7. Monitor Frowsioning Process
] Step . Monitor Profle Assigreents
# ) Ereis Sasity (TLS)
B ) Secton I Intel® AMT Tasks
# [ Reports
B O] Tasks

*rafile 10 |F"r1|1|||: Marme |IZI|:'-4-'||:-':: .H‘lr'.:l:npr.lun

Defaull profle

Favarites . = T

e cwEi 1 bo 1ol

E =] My Pavoribes Fager 1 ofl Rowa par page: | A1 :l"'
B Altris Congole Home

o T T CE e nteme T

.(USB nnon%7 nnuax ninnon xix") Export Security Keys to USB Key 7y ya¥xnw ynn oy mon nx Wna .23
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Gy [ 20 bt vk brvowa Joc lfbkiis  Corsole Def sl asp?oreole Guidm 3 saBb6T-250b- 42 ad-186-fa2i +9a0e T bileveid=r 7 | 4{": HlLrve search ] -

S5 dhE )i Console 6.5 | | M- - e ipage - TTeeks - T
<1 altiris console altirisbrone. tréprn.Iocal « TRVPROAdministator f :
Home View HManage Tools Reports Configure Help =

4| m— S =
T ERIL X TR |
S ER: Nerv sl st GEg s Manage Security Keys
@ ] Colecbors
® 01 Configraton

E B IntelX AMT Gattng Started
B O Secton 1. Provisiring
] B Prenvesioniog (wishout TLS)
@) S 1. Configure DRSS
b Step I Dcover Copabiities
03 5o 3. veew Intel @ AMT Caoabie Computers
4T Sawp 4, Create Profe
@] Ste=n 5 Genecabe Sacurnity Keys
#] St=p & Configure Automatic Profie Assgnments
9] Siep 7. Monitor Frowsioning Process
] Step . Monitor Profle Assigreents
# [ Ernie Sesumity (TLS)
B ) Secton I Intel® AMT Tasks

O] Reperts
B O] Tasks
Favorites -
S & My Favorites I Filtar By PID: I™ Fitar by pes: |
B Altris Congole Home 1
o T T CE e nteme AT

.Generate keys before export nnwoxin [¥xn7 nx N1 .24



™ Generate keys before export:
Generale Secunty Keye

reumber of secuniky, keys to generate: |5

Factory Default Intel® Management Engmne Password

[ntel@ ME Paseword Iadmln

Hew Intekx Management |:I]l:'|ili|_1 Password
THiE-HEEErore s elthreraialopded From B8 kew or-trsed 4 nmenuaifeinte the Meraserment

ExtnnEion Toreen

i Password: [peliiza

Export Result

To ereate snd dowmlond USE bay Ma, Fest ranfgure satings and dick Ganarats file, and thans

glizk Dorwnleas USE kay e Pacs deenlosded e ks the USE Starege Davioe

Avadable: Mo data exported yet E Ganarate | Close ;

el skirishos trvpre boe sl JO0BAC SecLrity MEB: SetlingsP age. aspec Il Inbernat =z

.50 X' 77TNnn N2 (DR 7907 W'Y D'awNnn 19017 DXNNA) 2'907 W'Y NINNDNAN 1901 NX 1770

€ W EE =0

 Generate keys before export:
Generate Security Keys
Wumber of security keys to generate: |5|2I

Factory Default IntelE Management Engine Password
Intel® ME Password: |adn1|n

New Inteld Management Engine Password

ae

either uploaded Fom L1538 ey or voed in manually intg the Manogemaent

Engine B 8=

Intel® ME Password:

LT @il

[oellirza

Export Result
To raghs and cdgwmlosd USE ey Ma. Roat configure agtings and dick Ganersts fila, and

slick Dovnlsad USE kay e Pecs domnlasded (e ta e USE- Storige Dendos

Avalable: Mo data sxported yet Generate | Close |

.N210n 1w nwTnn Intel ME nnoto 7w nixnn nxk yap .admin x'q Intel ME 7w 7Thnn N1 nno'o

.25

.26



g.l’u"irll_u Comsale -- Wehpage Dialog

£ fnly selected

 Generate keys before export:
Generate Security Keys

Humber of security keys to generate: |5|II

Factory Default Intel® Management Engie Password
Intel® ME Password: Ia-:lr1ln

nagement Engine Password

T mither uploaded Fotm 58 ey or yped in manually into the Manogemant

Enging O BT

Intel® ME Password: [peli1zar

Export Result

Ta rasto and cogwrlosd USE ey Fa. ot configure aetbngs aad elck Genarats fila, and thar

sh=k Doanload USE kay e Pecs domlaaded Se ta e S8 Siarige Davice

Avadable: Mo data exported yet Generate | Close |
bhbni [ akirksbos. trvpre boc sl il O0BSC Securk  MEBx SetimesPags asp g Inkernat F =

.(npon) Generate |[xn%7 78nwn W' yv'oin ,nNonn Ny INX? .(nj7on) Generate 7y ynY?

T Altiris Console -- Webpage Dialog

£ Onty selected

# lGenerate keys before export:

Generate Security Keys
Humber of secunty keys to generate: |5I:|

Factory Delault Intel® Management Engime Passward
Intel® ME Password: Jadmin

Hew Inteb® Management Engine Password
This paEEne ¥ ither uplaaded from WEE ey or tvoed In manually intc the Manmgemant

Engine BIOE Extanaion srraen

Intel® ME Password: [oelirza

Export Result

To traats mnd o

ghizk Coranload USE kay Me: Place dennk

Avadlable: Ho data sxported yet Genarate Close i

‘it fakirishoce trvpro. o sl Altirks (OB SecLrityMER: Setting=Page. asn (gl Inkernet 7

.ProvisioningServer-a USB 1ann Jin% 7 omig n7nnxw USB-n |nn nx 0100

.27

.28



N2 nnita USB-n jnin .USB-n |7nnY setup.bin yalgn nx 7107 1 (USB nnon yaly nTin) Download USB key file Niwn 7y yn'? .29
.USB-n [pnina yalpn NX Mv .7Tnn

.2 setup.bin yaipn nnw 197 USB-n N0 DX wThn U197 W' ,0'901 NINNSNA I¥ NN TNYA DN :Nya ﬁ

€ Only selected

¥ [Generate keys before export:

Generate Security Keys
Humber of secunty keys bo genearate: |5I:|

Factory Default Intel® Management Engine Password
Intel® ME Password: Jadmin

Hew Inteb® Management Engine Password
Thiz parrword ir sither uplasded fram USE key or typed |n manually ints tha Mansgamant

Engime BIDE Extansson soreen

Intel® ME Password: [pel1zan

Export Result
To cesbe snd downlcad UEE key fe, et conhgure setiings and click Gunerats file. and then
slick Download USE Ley fie. Place downioaded fie to the W58 Storage Deviem
Aveditie DGO USB Y U8 [ Cororste | Cluse |
hittp: lakirishooc trepro.oc sl it \DOBSCSec_rityMEBxSatting=Fage. aspod gl Inkermat I

.(yaip nTin) File Download n'w-1Tn na'na (Wmw) Save 7 yn7 .a

FieCownload =l
iﬂ;mmhmlﬁlﬂhﬂmiﬂwﬂmtﬂw

e

|2v| Hams: sstup,bin
: Toper Unbrscnn Fils Typs, 25,566

From: akirishas, trvpro,Jocal

| |

I-" ‘e fhes: from: the Inberred can be urelul, some: fls: can poterfialy
@ v pow comgriter. IF you do not st the soaece, do not find a
progiam ba apen this lle o save this B Whel's the ish?

Amw 2y yn'? .USB-n |pnn% 7am (22 nmw) :Save in v nip'nnw XTI .b



Save s 1
H O CE:

Sarvminc | <= Removable Disk [E:)

My Fiecant

[hooumens
©

Dieckiog

=

My Deciments

Fie o (e

Savessiwpe [ ben Document

L] L]
§

=101

fjwc«m

sesbusp, i Frees altirishaoe g Jescal

Dowenicaded: 55BN | e
Downloadbo: Edjssbup.bin
Trarefer rate: 25, 5B Sac

pen | Openfoder | [l |

AN 7w aron i7na setup.bin yaipn nxk nixd7 N ny> .30



CEEV——— =101 x|

]

Fil= Edt Wew Fgvortes Took Help i
] - 2 Search Folders | [T3=
Addrass [~ £1) | B
Hame = e | Type | Date Medfied | erribites |
File and Falder Tasks ¥ Sl setup.bin H KB BN Pl EIET2007 LiizaM A
Other Places =
Cretails -

itemovahle Disk (E:)
Removabls Disk

Fia Sysesmc FAT

(Altiris Console 7x 2tn%? 1> 21dn 20 7w Export Security Keys to USB Key nni7nn nx 1o .31

nYTINN nwmi Tm anita USB-n [7nn .awnnin nX 72u9n1 USB-n |[pnin nX 0100 .32
((®'2/12) n univir npooxra Twnn) (Continue with Auto Provisioning (Y/'N

.(P) <Y>wpn .33

Intel(R) HManagement Engine BIDS Extension
Copyright(C) ZBB3-BY Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y/N)

...DUNN 21TNRY TTUNN? IO 1NWYD Upn U pme



Intel(R) HManagement Engine BIOS Extension
Copyright(C) ZBB3-BY Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot...

Intel(R) Hanagement Engine BIDS Extension
Copyright (C) 2AB3-B7Y Intel Corporation. ALl Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot...
ME-BIDS Sync - Successful

21NN MY YR ITNE AwNnN DX N2D ,n71v9n Nn7win WnXY? .34

.(Mrunivix 7'ono Nix¥pn 7w NIxn nyap) Configure Automatic Profile Assignments .6 a%wana .35
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